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Abstract
As access to the internet has become easier and more widespread in recent years, children have
also started getting both increased and easier access to the internet, whether at home or at school. This
access, coupled with a decrease in supervision while on the internet, implicates certain questions in regard
to children. Questions involving data privacy rights are relevant to both adults and children in the digital
age, but there are certain concerns that arise uniquely for children.
This Note will focus on one piece of legislation that concerns data privacy rights for children—the
Children’s Online Privacy Protection Act (COPPA) (16 C.F.R. § 312). The main question that this Note
will seek to answer is whether COPPA is adequate in protecting children’s data privacy rights. Part II will
explore the history behind COPPA and explain what it actually is, defining key terms as used in the
legislation as well as explaining certain provisions. Part III will discuss problems that have arisen under
COPPA recently, analyzing lawsuits that have occurred under COPPA as well as the legislation’s
shortcomings which have been highlighted in recent events. Finally Part IV will offer possible solutions
to these problems, explaining what other scholars have suggested as solutions to these problems as well
as other suggestions.
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I. INTRODUCTION
As access to the internet has become easier and more widespread in recent
years, children have also started getting both increased and easier access to the
internet, whether at home or at school. This access, coupled with a decrease in
supervision while on the internet, implicates certain questions in regard to children.
Questions involving data privacy rights are relevant to both adults and children in
the digital age, but there are certain concerns that arise uniquely for children.
This Note will focus on one piece of legislation that concerns data privacy
rights for children—the Children’s Online Privacy Protection Act (“COPPA”).1 The
main question that this Note will seek to answer is whether COPPA is adequate in
protecting children’s data privacy rights. Part II will explore the history behind
COPPA and explain what it is, defining key terms as used in the legislation as well
as explaining certain provisions. Part III will discuss problems that have arisen under
COPPA recently, analyzing lawsuits that have occurred under COPPA as well as the
legislation’s shortcomings which have been highlighted in recent events. Finally,
Part IV will offer possible solutions to these problems, explaining what other
scholars have suggested as solutions to these problems as well as other suggestions.

II. WHAT IS COPPA?
COPPA was enacted in October of 1998.2 Before it was enacted, “activist
groups called for some legislation to protect children’s privacy on the Internet.”3 At
the time, personal information was being collected on the internet and sold to third
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parties.4 When people found out about this sale, which included children’s personal
information, they took action and urged the FTC to do something in order to protect
children’s personal information.5 There were a number of reports that looked into the
problem, as well as some research “show[ing] that young children cannot understand
the potential effects of revealing their personal information; neither can they
distinguish between substantive material on websites and the advertisements
surrounding it.”6
Prior to COPPA, the FTC conducted a study which ultimately found a need for
“better implementation of privacy policies among commercial websites.”7 This was
because of the rise of the online market.8 Adults were concerned about providing
their personal information on the internet, which then caused more concern for
children who were on the internet as well.9 This concern was multiplied by the
possibility of children providing personal data indirectly through the use of
cookies.10 By the time the legislation was enacted, the FTC was particularly
concerned about protecting the data privacy of children on the internet.11
The legislation had several goals: “to enhance parental involvement in
children’s online activities to protect both their privacy and safety; to maintain the
security of the personally identifiable information collected from children online;
and to protect children’s privacy by limiting the collection of personal information
from children without their parent’s consent.”12 Ultimately, COPPA was signed into
law in October of 1998 and took effect in April of 2000.13 COPPA “asks the FTC to
implement a rule to protect privacy online in accordance with several key
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principles.”14 The rule that the FTC implemented is known as the Children’s Online
Privacy Protection Rule (“the Rule”).15
It is worth noting that, as of the time of writing this Note, the Rule is being
reviewed in light of the recent development of technology and is therefore currently
up for notice and comment from the public.16 Overall, the Rule “prohibits unfair or
deceptive acts or practices in connection with the collection, use, and/or disclosure
of personal information from and about children on the Internet.”17
There are several definitions contained within the Rule that help with
comprehension. First, for purposes of the Rule, a child is anyone who is under the
age of thirteen.18 It also defines an operator as anybody who operates a website and
“collects or maintains personal information” from the website’s users.19 The Rule
further defines “collects” or “collection” as “the gathering of any personal
information from a child by any means,” which includes both passive information
gathering through techniques like cookies, as well as active information gathering in
which a child may be prompted to give out personal information.20 The Rule also
defines what qualifies as personal information, stating several categories that qualify
as personal information.21 Personal information ranges from information like first
and last names to geolocation and information gathered through the use of cookies.
In order for a website to be subject to the Rule, the website or online service must be
“directed to children.”22 To an extent, the Rule clarifies how to determine if a website
is directed to children, stating that the FTC will look to different factors, such as
subject matter and the use of “child-oriented activities and incentives.”23 Finally, the
Rule defines “obtaining verifiable consent” as “making any reasonable effort . . . to
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ensure that” parents of children have “notice of the operator’s personal information
collection” and then authorize that collection.24
Generally speaking, operators cannot collect personal information from a child
in a way that violates the regulations outlined in the Rule.25 There are five regulations
provided in the Rule.26 First is the notice regulation: operators must provide notice
on their website about what information they collect and how they use this
information.27 Second, operators must “[o]btain verifiable parental consent” before
they collect or disclose any of the child’s personal information.28 Third, operators
must “[p]rovide a reasonable means for a parent to review the personal information
collected from a child and to refuse to permit its further use or maintenance.”29
Fourth, operators may not make children give out more personal information than is
reasonably necessary in order to play a game or participate in an online activity.30
Finally, operators must have reasonable procedures in place “to protect the
confidentiality, security, and integrity of personal information collected from
children.”31
One of the difficulties with this is the requirement for verifiable parental
consent. The Rule provides some examples of how operators may obtain verifiable
parental consent, including parental consent forms, debit or credit card use, or
verifiable parental consent via phone.32 However, parents may be reluctant to provide
a credit or debit card number to a provider for their own security reasons. Consent
forms would take a while for parents to complete and turn in, whether that be by
postal mail or electronic scan. Calling a number may be the most efficient way for
operators to obtain verifiable parental consent, but there are even issues with doing
that, because there may not be a way to actually confirm that the person calling is, in
fact, the parent of the child.
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16 C.F.R. § 312.3.

26

Id.

27

Id.

28

Id.

29

Id.

30

Id.

31

Id.

32

16 C.F.R. § 312.5.

Journal of Technology Law & Policy
Volume XX—2019-2020 ● ISSN 2164-800X (online)
DOI 10.5195/tlp.2020.238 ● http://tlp.law.pitt.edu

226

Enforcement of COPPA comes through civil penalties, including fines.33 In
order to discover noncompliance with COPPA, “the FTC monitors the Internet and
encourages complaints from parents on its website.”34 Upon discovering
noncompliance with COPPA, the FTC can impose civil penalties as well as fines on
the violator.35

III. PROBLEMS WITH COPPA AS HIGHLIGHTED IN RECENT EVENTS
Within ten years of the Rule being in place, the FTC released a report
highlighting its effectiveness.36 However, the report also found that there would be
challenges moving forward because of the development of technology.37 As
children’s access to the internet increased with the advent of different devices such
as smartphones and tablets, so did the challenges with the Rule.38 One big challenge
is how easy it is for somebody to claim that they are older than they truly are.39
Something else that has proven to be a real challenge to the effectiveness of the
Rule is enforcement. The penalties for noncompliance with the Rule are primarily
monetary. For large companies, a monetary fine can be like a small slap on the wrist.
Recently, this concern was highlighted in an FTC settlement with Google and
YouTube.40 Google and YouTube were found to have allegedly violated COPPA by
having child-directed YouTube channels that collected the personal information of
children without having any sort of verifiable parental consent or parental
notification.41 Ultimately, Google and YouTube were fined around $170 million for
their alleged noncompliance with COPPA.42 This punishment was criticized, with
several senators voicing concerns “[t]hat monetary penalty provided almost no
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deterrence value at all and was not paired with sufficient structural injunctions to
prevent future violations by Google.”43
About a month before this settlement, the FTC announced that it was reviewing
the Rule and seeking public comment on it.44 The Rule was not scheduled to be under
review again until 2023, but the FTC stated that with the advent and rapid
development of technology, questions arose that warranted an earlier review for the
Rule.45 Educational technology has made its way into the classroom, and children
have started playing more videogames, whether they be on a gaming device or on a
smartphone.46 With the amount of technology that children have access to, it seems
as though review of the Rule is not only appropriate, but necessary.47
While many agree that the Rule requires review at this time, several senators
are concerned about the revision.48 In particular, these senators are concerned about
the Rule being updated in such a way that children’s privacy will not be prioritized
and will therefore ultimately not be protected.49 In a letter to the FTC, these senators
voiced their concerns with the review of the Rule.50 The primary concern is that the
FTC will change the Rule in such a way that there will be less safeguards on the
privacy of children.51 Part of the concern with the review of the Rule is the questions
that the FTC is asking, which the senators believe seems to “suggest an intention to
add exceptions and other rule changes to COPPA that would weaken children’s
privacy online.”52 Another big concern that the senators explained was “an FTC
official suggested that limiting targeted advertising could impact the quality and

43
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amount of child-directed content—a statement that appears to reveal troubling
disregard for the core mission of COPPA: safeguarding kids’ privacy.”53
A brief review of the comments provided by various members of the public
show different concerns.54 Many of the comments center around YouTube and
content creators who make things specifically for children.55 Since being a YouTuber
can be a money-making career for some people, some of the public comments
highlight a concern for those people who may no longer be able to make as much
money due to their videos being regarded as child-directed.56 Other comments
highlight concerns over how it is determined that a video is child-directed, finding
the term to be vague and frustrating to define.57 In particular, the comments
highlighted that a lot of YouTube content can be family-friendly yet not childdirected, making the term confusing for creators.58

IV. POSSIBLE SOLUTIONS
A major problem with the Rule, in light of the recent development of
technology, is highlighted in both the FTC settlement with Google and YouTube as
well as in the public comments regarding the review of the Rule: how to determine
whether certain content is child-directed. Currently, it is hard to define what it means
for something on the internet to be child-directed.59 Short of operators and creators
declaring that certain content is directed towards children, it looks like the Rule does
not provide an adequate definition of what is considered to be child-directed.60 In
fact, in defining what counts as child-directed, the most that the Rule offers is the
following:
In determining whether a Web site or online service, or a
portion thereof, is directed to children, the Commission
will consider its subject matter, visual content, use of
animated characters or child-oriented activities and

53
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55

Id.

56

Id.

57

Id.

58

Id.

59

16 C.F.R. § 312.2.

60

Id.

C H I L D R E N ’ S R I G H T TO P R I V A C Y O N T H E I N T E R N E T
Volume XX—2019-2020 ● ISSN 2164-800X (online)
DOI 10.5195/tlp.2020.238 ● http://tlp.law.pitt.edu

229

incentives, music or other audio content, age of models,
presence of child celebrities or celebrities who appeal to
children, language or other characteristics of the Web site
or online service, as well as whether advertising
promoting or appearing on the Web site or online service
is directed to children. The Commission will also consider
competent and reliable empirical evidence regarding
audience composition, and evidence regarding the
intended audience.61

This language is confusing for creators because many of the examples provided in
the Rule could very easily be included in content that is not necessarily directed at
children. For example, there are plenty of animated shorts on YouTube that are not
directed at children, but rather at a more adult audience. Therefore, in order for the
Rule to adapt and become more effective, a clearer definition of what content is
child-directed is necessary.62
An easy way for the FTC to determine if content is child-directed would be to
have creators say at the outset whether they intend this content to be directed at
children.63 However, this approach has its own flaws in that people may have more
incentive to say that their content is not child-directed, but rather, family-directed or
family-friendly. If creators admit that their content is directed at children, then they
will have to comply with the Rule, which would probably lead to problems with the
monetization of their content. Therefore, YouTubers would have incentive to deny
that their content is child-directed and instead, simply state that it is family-friendly
content.
Overall, the FTC needs to better define what it means for content to be childdirected in light of the struggles that creators on YouTube are having over complying
with the Rule.64 With a more concrete definition of the term “child-directed,”
implementation and adherence to the Rule will be easier for creators and operators.
A more concrete definition of the term “child-oriented” would also alleviate many
concerns over family-friendly material on websites like YouTube.
The FTC should also consider introducing different avenues for obtaining
verifiable parental consent. The use of dual factor authentication is something that is
becoming more common now, and this method of authentication could prove useful
for operators to have an easier way to achieve verifiable parental consent. A parent
could easily have an app on their phone that could be used to provide verifiable
parental consent. In order for the child to access the child-directed site, a parent could

61
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have to verify consent through either an app on a phone or even a text message.
However, this would rely on the parent being the only person using their phone.

VI. CONCLUSION
Questions involving data privacy are only getting more and more difficult to
solve as technology advances. These questions only get tougher as younger
generations get involved in the internet as well. Special care must be taken to ensure
that children’s privacy rights on the internet are protected. This begins with a precise
definition of what it means for content to be child-directed.65 Ultimately, with the
development of technology, it may become easier for content creators to obtain
verifiable parental consent, but that ease of access comes with other concerns.
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